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The Homeland Security Specialist

With the onset of terrorism and heightened threats both at home and abroad, Homeland
Security is a growing, increasingly complex field within the Criminal Justice field. Homeland
security professionals address key functions of threat prevention, crisis response, and
operations recovery. Given that homeland security is a responsibility shared by a number of
different government agencies, professionals in this field require cooperation from all sides
including the private sector and individual citizens. ldeal for anyone entering law enforcement,
private security or public administration, this course provides students with an overview of
homeland security issues, threats and emergency management to ensure they understand the
context within which their roles and responsibilities contribute to the overall effort to deter and
mitigate against the effects of these new threats.

The Homeland Security Specialist Program

This program is designed to prepare successful students to work in various Homeland Security
agencies at a local, state or federal level. Specifically for those students whose career-focus is
in counter-terrorism, counter-intelligence, national security or government security, this program
is a great way to examine new and different subject areas within this growing field. The
program provides an overview of the elements involved in the homeland security function, as
well as the challenges critical infrastructure managers in government and industry can/will face
while maintaining mission operations and staff accountability in the midst of multiple overlapping
roles and responsibilities in our rapidly changing world.
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Education and National Certifications
e Students should have or be pursuing a high school diploma or GED.
e There are no state approval and/or state requirements associated with this program.
e There is a National Certification exam available to students who successfully complete
this program:
» Microsoft Office Specialist (MOS) Certification Exam.

Program Objectives

At the conclusion of this program, students will be able to:

Pre- / post-9/11 and the formation of the Department of Homeland Security (DHS)
Describe the purpose and organization of the DHS, critical infrastructure and resources
Explain the concept of terrorism, the use and analysis of intelligence

Examine how transportation systems are at risk and protected from terrorist threats
Examine the effects of terrorism on public health or cyber terrorism

Describe the purpose and structure of the National Response Framework (NRF)
Describe the U.S. approach to emergency management

Describe the Incident Command System (ICS) and incident response situations

Write a response plan to an emergency situation

Describe communication and ethical considerations involved in homeland security
Describe the use of communication technologies in emergency situations

Examine the role of various fields in preparing for and responding to emergencies
Describe the role of higher learning institutions in preparing graduates for understanding
their role in homeland security

» Use Microsoft Office
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National Certification

Upon successful completion of this University of Texas at El Paso program, students would be
eligible to sit for the Microsoft Office Specialist (MOS) exam. Although there are no state
approval, state registration or other state requirements for this program, students who complete
this program at University of Texas at El Paso will be prepared and are eligible to sit for this
national certification exam. Students who complete this program are encouraged to complete
the externship option with their program. Students who complete this program can and do sit for
the MOS national certification exams and are qualified, eligible and prepared to do

so. University of Texas at El Paso works with each student to complete the exam application
and register the student to take their national certification exam.

Externship / Hands on Training / Practicum

Although not a requirement, once students complete the program, they have the ability to
participate in an externship and/or hands on practicum so as to practice the skills necessary to
perform the job requirements of a professional in this field. Students will be assisted with
completing a resume and/or other requirements necessary to work in this field. All students who
complete this program are eligible to participate in an externship and will be placed with a
participating organization near their location. University of Texas at El Paso works with national
organizations and has the ability to place students in externship opportunities nationwide.

University of Texas at El Paso contact: If students have any questions regarding this
program including national certification and externships, they should call Sylvia Monsisvais
of University of Texas at El Paso at 915-747-7578 or via email at samonsisvais@utep.edu

Note: No refunds can be issued after the start date published in your Financial Award document.
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About University of Texas at El Paso!

Our Mission

The Office of Professional and Public Programs (P3) is a unique learning agent within the
University of Texas at El Paso. Its mission is to provide high quality continuing education. This
includes non-traditional academic and lifelong learning opportunities for professional
development, personal enrichment, and academic growth. It fosters and supports the larger
University mission to serve as a gateway to an improved quality of life for people of the Paso del
Norte Region.

Our Vision

Professional and Public Programs will be the premier provider of comprehensive, quality,
educational, professional and personal enrichment programs in collaboration with UTEP
departments and external organizations.

Education
University of Texas at El Paso and Pearson Education

The University of Texas at El Paso’s Office of Professional and Continuing Education eLearning
programs were developed in partnership with Pearson Education to produce the highest quality,
best-in-class content and delivery necessary to enhance the overall student learning
experience, boost understanding and ensure retention. Pearson Education is the premier
content and learning company in North America offering solutions to the higher education and
career training divisions of colleges and universities across the country aimed at driving quality
education programs to ensure student success. Please visit us at www.pearson.com.

About Pearson Education

Welcome to Pearson. We have a simple mission: to help people make more of their lives
through learning. We are the world's leading learning company, with 40,000 employees in more
than 80 countries helping people of all ages to make measurable progress in their lives. We
provide a range of education products and services to institutions, governments and direct to
individual learners, that help people everywhere aim higher and fulfil their true potential. Our
commitment to them requires a holistic approach to education. It begins by using research to
understand what sort of learning works best, it continues by bringing together people and
organizations to develop ideas, and it comes back round by measuring the outcomes of our
products.
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Homeland Security Specialist Program Detailed Student Objectives:

WHAT IS HOMELAND SECURITY

o Describe how national security policy was viewed and reported prior to 9/11

o Compare approaches to national security before and after the 9/11 attacks

o Examine the circumstances leading to the creation of the Department of Homeland
Security (DHS)
Describe the Patriot Act and its impact on national security policy
List the six critical mission areas of the National Strategy for Homeland Security (NSHS)
State the mission of the DHS
Describe how the DHS relates to the three branches of government
List the agencies brought under the umbrella of the Department of Homeland Security
Identify the five directorates and their responsibilities
Identify the relationship between homeland security and national security functions

TERRORISM

Describe common definitions of terrorism

Describe the historical perspective of terrorism

Identify common components associated with terrorism

List the types and tactics of terrorism

Describe the difference between antiterrorism efforts and counterterrorism tactics

INTELLIGENCE

¢ Differentiate between intelligence and information

o Differentiate between strategic, operational, and tactical intelligence

e Compare how the law enforcement community and the intelligence community define
and use intelligence
Describe the purpose and steps of the intelligence cycle

e Describe the types and phases of intelligence briefings

e Analyze intelligence for reporting in an intelligence brief

CRITICAL INFRASTRUCTURE

o Define the terms critical infrastructure and key resources

e Explain the relationship between the public and private sectors in the context of
homeland security
Describe behavioral profiling
Describe the applications of proactive terror threat assessment
Describe critical infrastructure and key resources from a U.S. historical perspective
Describe the rationale for post-incident investigations

CYBER TERRORISM
e Describe ways in which cyber terrorists use technology
Discuss the negative consequences of cyber terrorism
Identify the tools used by cyber terrorists
Describe the difference between cyber crime and cyber terrorism
Examine measures to identify and remedy cyber vulnerabilities

TRANSPORTATION
o Identify the principle federal agencies involved in providing security for transportation

systems
e Describe the principle hazards and vulnerabilities faced by the various modes of
transportation
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¢ Identify the local, national, and international interconnections among various modes of
mass transportation

e Research the initiatives being implemented to improve security for transportation
systems in the United States

PUBLIC HEALTH
o Define the term pandemic
Identify historical examples of flu pandemics
Describe the role of vaccines during a pandemic
Examine the use of biological agents as weapons
Differentiate among the categories of biological priority agents
Examine the role of the Centers for Disease Control and Prevention (CDC)
Describe future goals for federal public health preparedness

NATIONAL RESPONSE FRAMEWORK (NRF)

e Describe the difference among catastrophic events, emergencies, and disasters

e |dentify how catastrophic events are measured

o Describe how human encroachment upon the natural environment has affected human
exposure to natural hazards

¢ Describe the difference between technological disasters and natural disasters

e Describe the impact terrorism has had on the types of threats that emergency managers
must confront

o Explain the factors that have contributed to an increasing salience of emergency
management in American society

EMERGENCY MANAGEMENT
o Describe the history of the federal emergency management organizations in the United
States
¢ Identify pre-impact conditions and various physical and social vulnerabilities
¢ Define the elements of a response protocol

INCIDENT COMMAND SYSTEM (ICS)
o Define Incident Command System (ICS)
Explain the rationale for the ICS and the benefits it provides
Describe the purpose of the Standardized Emergency Management System (SEMS)
Identify the role of the Incident Commander (IC)
Describe the importance of comprehensive resource management

ALL-HAZARDS APPROACH

o Identify the role of the National Disaster Medical System (NDMS) in disaster
management

¢ Identify areas in which the NYPD's response to the 9/11 attacks indicated good prior
planning or showed the need for more thorough planning

o Describe the purpose and function of the National Incident Management System (NIMS)
Describe the all-hazards approach to emergency management

e Describe how multiple responding agencies are coordinated

ICS ROLES AND RESPONSIBILITIES
e |dentify the organizational structure for an Incident Command System (ICS) disaster
response
¢ Identify the purpose of an Incident Action Plan (IAP)
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Describe the difference between the National Incident Management System (NIMS) and
the ICS
Write an emergency plan and response

ETHICS

Describe the philosophical perspective on ethics

Discuss the practice of torture by proxy

Identify the leadership selection process in the war on terror
Explain norms in relation to ethical considerations

Describe the issue of looting after a disaster

EMERGENCY COMMUNICATIONS

Identify the common and alternative systems and technologies used in emergencies
Discuss the lessons learned from past communications mistakes

Describe the evolution of communications technology in the context of incident response
Describe how technology can be used for emergency planning, participation, and
response

Write a response plan to a hypothetical emergency situation

CAREERS AND THE ROLE OF EDUCATION

Examine security protection and incident response for medical facilities
Examine security protection and incident response for businesses

Examine security protection and incident response for public utility workers
Examine security protection and incident response for emergency responders
Examine security protection and incident response for social service providers
Describe the role of education in homeland security

Note: This program can be completed in 6 months. However, students will have online access to
this program for a 24-month period.
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MICROSOFT OFFICE Module

Use an integrated software package, specifically the applications included in the Microsoft Office
suite

Demonstrate marketable skills for enhanced employment opportunities

Describe proper computer techniques for designing and producing various types of documents
Demonstrate the common commands & techniques used in Windows desktop

List the meaning of basic PC acronyms like MHz, MB, KB, HD and RAM

Use WordPad and MSWord to create various types of documents

Create headings and titles with Word Art

Create and format spreadsheets, including the use of mathematical formulas

Demonstrate a working knowledge of computer database functions, including putting, processing,
guerying and outputting data

Define computer terminology in definition matching quizzes

Use the Windows Paint program to alter graphics

Use a presentation application to create a presentation with both text and graphics

Copy data from one MS Office application to another application in the suite

Use e-mail and the Internet to send Word and Excel file attachments

Demonstrate how to use the Windows Taskbar and Windows Tooltips

Explain how copyright laws pertain to data and graphics posted on the Internet

Take the college computer competency test after course completion

Follow oral and written directions and complete assignments when working under time limitations

Note: Although the Microsoft Office Module is not required to successfully complete this program,
students interested in pursuing free Microsoft MOS certification may want to consider completing this
Microsoft Office Module at no additional cost.

System Requirements:
Windows Users:

= Windows 8, 7, XP or Vista

= 56K modem or higher

= Soundcard & Speakers

= Firefox, Chrome or Microsoft Internet Explorer

Mac OS User:

= Mac OS X or higher (in classic mode)
= 56K modem or higher

= Soundcard & Speakers

= Apple Safari

iPad Users:

» Due to Flash limitations, eLearning programs are NOT compatible with iPads

Screen Resolution:

= We recommend setting your screen resolution to 1024 x 768 pixels.

Browser Requirements:

= System will support the two latest releases of each browser. When using older versions of a
browser, users risk running into problems with the course software.

=  Windows Users: Mozilla Firefox, Google Chrome, Microsoft Internet Explorer

= Mac OS Users: Safari, Google Chrome, Mozilla Firefox

Suggested Plug-ins:

= Flash Player

= Real Player

= Adobe Reader
= Java
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